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Building a Certificate-Based Secure Telemedical Health-Care and
Self-Management System for Diabetic Patients
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The prevalence of diabetes continues to rise worldwide. It is the 4th leading cause of
death in Taiwan. Persons with diabetes often struggle to keep their blood glucose
level in a normal range or close to normal to prevent or delay complications caused
by the disease. Though we realize to treat diabetes with diet, exercise, and medicine
control, and there have been many update methods to upgrade our ability, there are
still many patients suffered from diabetic complications resulting into mortality or
disability. The epidemiological burden of diabetes is changing the classical model of
diabetes management, in which a specialist center delivers care based on
registration, recall and regular review.

The internet is used worldwide as a communication tool. To improve the quality of
diabetes control, we show a program which allows patients with diabetes to transmit
their self-monitored blood glucose data directly from their personal glucometer
device to their diabetes care provider over the internet. No customized software is
necessary on the patient’s computer, only a web browser , MOICA and active
Internet connection. We use this example to highlight public key infrastructure and

security measures that should be considered for devices that transmit healthcare



data to remote locations. The Internet continues to grow at an accelerating pace,
and it is clear that it will serve as an increasingly central role in the healthcare
process. With these advances, authentication, non-repudiation, security,

confidentiality, and data integrity concerns have been raised.



