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A Study of Role Based Access and Certificate Control for Medical Information Communication
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In recent years, the digitized information has been gradually increased that makes clinical procedure more effective for patients who need medical services.
Though digitization enhances medical process, it also brings another security issue for data communication and transmission. To meet the secure requirement
for data transmission, Department of Health has established the PKI (Public Key Infrastructure) based mechanism for medical electronic verification and
authentication. Further, the "Medical Certificate Management Center" has been completed to promote the Healthcare Institutional Card and Healthcare
Professional Card. The electronic medical record is completed by different medical professionals during different clinical process. The PKI certificate ensures

the identification of medical professional and the non-repudiation of electronic medical record during process. If the role-based concept could be integrated



with certificate and applied in electronic medical record, system can then define and authorize in advance different medical professionals for data access and
retrieval according to role-based access control (RBAC). This project expects to integrate the mechanism for both Role Based Access Control (RBAC) and
Role Based Certificate Control (RBCC) ; this effort will enhance the integration of certificate and role authorization during data production, usage, retrieval,
exchange and storage for electronic medical records. The other side, by applying the PKI and HCA, integrating RBAC to achieve RBCC, all activities of data

access, retrieval and storage during medical process can be then well recorded and managed.



