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The Study of Integrating PKI and RFID to Build Up a Secure Wireless Communication Network for Intra-Hospital Data Exchange
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RFID technologies offers a wireless means for information collection and transfer to track and identify between objects where the
information is communicated electronically via radio waves and does not require contact or line-of-sight to transmit stored date
between RFID Tags and Readers. PKI is a security architecture that refers to the combination of software, encryption technology and
services that enable organizations to protect the security of the information exchange; access and retrieval. In this project, we will
integrate the RFID and PKI mechanism to ensure the secure process of information communication among RFID Tag; RFID Tag to
Reader and, Reader to database. On the other side, by using the EPC SAVANT platform, this project will apply the existing LBMS
(Location Based Medicare System) and The Intelligent Community Healthcare Self-Management System at TMUH as the
foundation to study the security and access control in different information communication phases to ensure the confidentiality;
integrity; availability; security management and the evaluation of security policy for data transmission inside hospital.



