Role-based security mechanisms of medical evidence 
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摘要 Summary 

電子病歷系統中之各種資料，在產生、撰寫報告以及傳送的過程中，若產生有意或無意的篡改，以致於造成醫療糾紛，將違背電子病歷的美意。 Electronic medical records system for all kinds of information, in the production, writing reports, and the process of transmission, if the produce intentional or unintentional tampering, which was caused by medical malpractice, electronic medical records would be contrary to good intentions. 目前大家都重視電子病歷（文件）的安全性，於是衛生署為了加強醫療資訊安全的防範措施，建立以公開金鑰為基礎的醫療電子認證機制與「醫療憑證管理中心」，並開始並推廣使用『醫事機構』及『醫事人員』憑證 IC 卡，但對於電子病歷（文件）的制作或產生過程中，由誰來制作或是誰有權制作？ We attach importance to the current electronic medical record (document) security, then the Department of Health to strengthen health information security monitoring measure, the establishment of an open gold key based medical e-authentication mechanism and the "medical certificate management center"并started Bing Tuiguangshiyong 』『 medical institutions and medical personnel 』『 certificate IC card, but for electronic medical records (paper) production or production process, who create or who have the right to make? 這個角色卻少有人討論。 But few people are talking about this role. 因此本文將醫療憑證角色配合 PKI 融入放射線科作業流程中來探討其安全控管與重要性。 This article will be the role of the medical certificate with PKI integration of radiology workflow to study the safety of control and importance. 
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前言 Preface 

近年來，拜電腦軟、硬體與通信技術日趨成熟之便，資訊技術普遍應用於醫療上，並對醫療過程產生莫大的影響。 In recent years, the development of computer software, hardware and communications technology will become mature, commonly used in medical information technology, and enormous influence over the medical process. 醫療資訊系統 (Healthcare Information Systems) 不斷進步，各種臨床資訊之數位化程度與日俱增，對於病患就醫品質之提昇功不可沒。 Medical Information System (Healthcare Information Systems) advances in clinical information of all the increasingly digital, enhance the quality of medical care for patients contributed. 

醫療資訊系統除了傳統資訊系統的任務之外，另一個重要的任務即是電子病歷。 In addition to traditional medical information system the task of information systems, another important task that is electronic medical records. 所謂病歷乃是醫療人員執行醫療業務的過程中所為的各項診察、診斷及治療等所製作有關於醫療處置之記錄。 The so-called medical records but medical staff to perform medical services in the course of the checkup for the diagnosis and treatment produced records on the medical treatment. 而以電子文件方式製作、保存之病歷即稱電子病歷。 The production of electronic papers, save the medical records that said electronic medical records. 電子病歷優於傳統手寫病歷（紙本病歷）是它可促進醫療資訊通暢，避免重覆性的檢驗，減少醫療資源浪費；提供完整的資料庫資源，增進醫學研究的發展；為使醫師提高診療之效率，彙整相關資訊如檢查值及報告結果，減少不必要之病歷書寫時間提升醫師對病患之醫療記錄品質的效率與正確性，透過網路及電子化病歷的搜尋及排序，醫療人員依據詳實資料，更精準的診斷，提高醫療品質；藉電腦之自動檢視與監控病患之相關資料，減少病歷存放空間，減少人工作業之錯誤並降低各項醫療成本，提升管理績效。 Superior to the traditional handwritten medical records electronic medical records (paper records) is that it can promote smooth medical information, avoid duplication of testing, reducing waste of medical resources; to provide a complete library of resources, promote the development of medical research; In order to physicians to improve treatment the efficiency, to gather related information such as checking values and reporting results, to reduce unnecessary medical writing time to enhance patient medical records on physician quality, efficiency and accuracy of electronic medical records via the Internet, and search and sort, according to medical staff detailed information, more accurate diagnosis, improve the quality of medical care; by automatic computer to view and monitor information related to patients, reducing medical records storage space, reduce errors and lower labor cost and the health care costs, improve management performance. 

然而，電子病歷系統中之各種資料，在產生、撰寫報告以及傳送的過程中，若產生有意或無意的篡改，以致於造成醫療糾紛，將違背電子病歷的美意；就法律的層面而言，醫療機構實施電子病歷作業要點明訂以電子文件方式製作、保存之病歷（簡稱電子病歷），應經由行政院衛生署醫療憑證管理中心簽發憑證之醫事人員卡或醫事機構卡製作，並符合相關規定，得全部或部分免以書面方式製作，因此憑證應用之導入乃是電子病歷實施之關鍵。 However, electronic medical records system for all kinds of information, produce, write reports, and the process of transmission, if the produce intentional or unintentional tampering, so that medical disputes, would be contrary to good intentions of electronic medical records; on the legal level, health care agencies to implement electronic medical records Guidelines stipulated that the electronic papers produced, stored in the chart (referred to as electronic medical records), should be through the Department of Health Medical Certificate Authority issuing certificates of medical personnel card or medical institution card making, and in accordance with relevant provisions of the avoid all or part of the writing produced, so the import certificate application but the key to the implementation of electronic medical records. 

文獻探討 Literature 

在「建立台灣醫療資訊交換中心之藍圖」一文中[1]，將電子病歷資料的建構分為三階段：第一階段為文數字性的檢驗報告，第二階段為影像性的檢驗報告，第三階段為醫師的診斷及用藥，並建議使用 HL7 及 DICOM 為資料交換的標準。 In the "establishment of medical information exchange center in Taiwan blueprint" for an article [1], the construction of electronic medical records are divided into three phases: the first number for the text of inspection reports for the image of the second phase of the inspection report, the first three-stage diagnosis for the doctors and medication, and suggested using HL7 and DICOM standards for data exchange. 在「醫療資訊化與醫療管理品質」[2]一文中，對慈濟綜合醫院所發展出的新醫療資訊系統加以介紹，其中談到電子病歷的建構，不但可改善紙本病歷記載的缺點與提供完整的教學研究資料，對於院際間的合作及整合有莫大的助益。 In the "information technology in healthcare quality and medical management" [2] an article on the Tzu Chi General Hospital to develop new medical information system to be introduced, including electronic medical records about the construction, not only can improve the shortcomings of paper medical records and teaching and research to provide complete information for inter-hospital cooperation and integration are of great help. 黃章銘在榮民醫療資訊網計劃一文中，提及榮民醫療照護系統內電子病歷的建構。 Zhang Ming-Huang in the Veterans Health Information Network program in an article referring to veterans health care system, the construction of electronic medical records. 

隨著技術進步使醫療影像影像電子化的發展更快速，PACS系統所帶來的效益像是讓病患縮短等候時間、影像品質可調整、重照率降低、提高治療意願與時效、替遠距醫療及跨院區轉(會)診創造了便利性與彈性等。 With the technological advances that make electronic images of medical imaging development faster, PACS system benefits such as reducing waiting times for patients, adjust image quality, according to rate of weight reduction, increase desire and aging treatment, for long-distance medical and campus-turn (will) create patient convenience and flexibility. 相對的，在無片化環境中，各式醫療影像資訊傳送管理之安全性則是受到網際網路盛行伴隨著資訊安全屢遭挑戰。 In contrast, in the filmless environment, the kinds of medical image management and transmission of information security is accompanied by the popular Internet security repeated challenges. 同年黃興進等人[3]也提出以識別碼、密碼、 IC 卡、申請書的審核、資料加密、資料交換的時間可追蹤等方式來解決。 The same year, Huang Xing Jin et al [3] also proposed the ID, password, IC card, application auditing, data encryption, data exchange, such as time traceable to solve. 

衛生署為了加強醫療資訊安全的防範措施，建立以公開金鑰 (Public Key Infrastructure, PKI) 為基礎的醫療電子認證機制[4]，且已完成建置「醫療憑證管理中心」 (Healthcare Certification Authority, HCA) ，並開始並推廣使用『醫事機構』及『醫事人員』憑證 IC 卡，其主要目的除確實用來保障民眾就醫所產生的私密性或敏感性資料外，並確保醫療資訊電子化的作業安全與規劃電子病歷等相關醫療資訊化應用。 Department of Health medical information in order to enhance the safety precautions, establish a public key (Public Key Infrastructure, PKI)-based medical e-authentication mechanism [4], and has completed the build "Medical Certificate Authority" (Healthcare Certification Authority, HCA), and start and promote the use of 『』 medical institutions and medical personnel 』『 certificate IC card, the main purpose to protect patients than does the privacy arising from or sensitive information, and to ensure the operation of electronic medical information Safety and planning electronic medical records and other related medical information applications. 

我們發現雖然大家已相當注重電子病歷（文件）的安全性，但是對於電子病歷（文件）的制作（或產生）過程中，是從具有醫療憑證中的誰來制作或是誰有權制作？ We found that although we have quite a focus on electronic medical record (document) security, but for electronic medical records (files) of production (or production) process, is who has the medical evidence produced in, or who is entitled to make? 這個角色目前卻少有人討論，站在權利與責任的立場而言，讓每個制作或使用的人都可以完全追蹤，以釐清應有的責任，這是醫療服務電子化中另一項重要的課題。 The role of the discussion there were few people stood in terms of rights and responsibilities of the position, so that each production or use of the person can completely follow, in order to clarify the proper responsibility of the medical services in the electronic Another important subject. 

材料與方法 Materials and methods 

在醫療流程中導入醫療憑證時必須考慮各醫療人員之任務以決定病歷文件中簽章人員的角色類別，例如住院醫囑單即包含主治醫師、住院醫師與護士等角色，因此醫療憑證導入電子病歷時必須先將持有憑證之人員分類，依據各種電子病歷文件之需求，考量電子文件產生的時機與特性，決定應用憑證的種類與規劃簽署的角色類別與時機，並且透過 PKI 的安全機制期使醫療資訊在擷取、交換與儲存的過程中能確保安全。 In the medical process to import medical certificate, must consider the task of medical personnel to determine the medical records document the role of staff in the signature category, such as single-patient medical advice that includes physicians, residents, and nurses and other role, so when the medical certificate into electronic medical records must first be evidence of the officer holding the classification of documents according to requirements of various electronic medical records, electronic documents generated by considering timing and characteristics of the types of decisions and planning application documents signed by the role of the type and timing, and security mechanisms through the PKI to making health care information in the capture, exchange and storage process to ensure safety. 

本研究在探討以角色為基礎時醫療憑證的導入與安全認證機制如何運作。 This study investigated the role-based medical certificate when the security authentication mechanism to import and how it works. 重要元件說明如下： Important components as follows: 

憑證種類： HCA 負責簽發醫療憑證，包括：醫事人員、醫事機構、伺服器應用軟體等三種用戶憑證。 Certificate Type: HCA responsible for issuing medical certificates, including: medical personnel, medical institutions, the server application software such as three kinds of user credentials. 醫事機構憑證宛如醫療院所之關防，代表醫療機構法人之行為，醫事人員憑證如同個人印鑑，代表醫事人員個人行為，而其所謂醫事人員包括醫師、中醫師、牙醫師、藥師、醫事檢驗師、護理師、營養師、物理治療師、職能治療師、職能治療生、藥劑生、醫事檢驗生、護士、助產士、物理治療生等。 Medical Organizations credentials like medical institutions of the relevant defense, on behalf of medical institutions, corporate behavior, medical personnel, documents like personal seal, on behalf of medical personnel, personal behavior, the so-called medical personnel including doctors, Chinese medicine practitioners, dentists, pharmacists, medical examiner, nurses, nutritionists, physical therapists, occupational therapists, occupational therapist, pharmacy, medical laboratory, nurses, midwives, physical therapist, etc.. [5] [5] 

角色分類：在規劃流程導入的過程，以憑證種類與醫事人員之專業為角色，並規範各式醫囑、藥囑、護囑、檢驗報告及檢查等電子文件應該簽署的角色，如圖一所示，因此可以分為醫事機構、醫師(含西、中、牙醫師)、藥事人員(含藥師及藥劑生)、護產人員(含護理師、護士及助產士)、醫事檢驗人員(含醫事檢驗師、醫事檢驗生)及其他醫事人員(含醫用放射線技術師(士) 、鑲牙生、營養師、物理治療師(生)及職能治療師(生))等。 Role Category: In the planning process into the process to type and proof of professional medical personnel for the role, and to regulate all kinds of medical advice, medicine Wow, nursing Wow, inspection reports and inspection of electronic documents should be signed by the role, as shown in Figure 1 , it can be divided into medical institutions, physicians (including the western, central, dentists), pharmacists (including pharmacists and pharmacy students), Nursing staff (including nurses, nurses and midwives), medical laboratory personnel (including medical laboratory Division, Medical Laboratory), and other medical personnel (including medical radiation technologists (persons), dental health, nutritionists, physical therapists (students) and occupational therapists (students)) and so on. 其中醫療人員所作之醫療紀錄以其專業角色類別簽署，醫療儀器產生之資料以機構之角色簽署，當醫療記錄需要交付給病人或院外機構時，則視該文件屬於醫事人員個人行為或醫院行為決定應簽署之角色類別。 The medical officers, medical records of their professional role of the type of signature, medical equipment Chansheng of information to agencies of the role of the sign, when the medical records need to Jiaofu to Bing Ren or Yuanwai institutions O'clock, Ze as Gai file Zhu Yu Medical Shi staff personal Xing Wei Huo Hospital Xing Wei decision The role of the category to be signed. 


圖一、以角色的專業作分類 Figure 1 to classify the role of professional 

說明：一份電子病歷（文件）中，醫生的診斷與處方是屬醫囑部份，應由醫師完成醫囑後以其個人醫事人員 IC 卡產生電子簽章，並儲存於簽章伺服器之資料庫，以維持醫囑部分資料之完整與不可否認性，同理類推其他醫事人員。 Note: An electronic medical record (document), the doctor's diagnosis and prescription is part of an doctor's advice should be their personal physician complete the medical advice of medical personnel after the IC card generating electronic signatures, and the signature stored in the database server to maintain the doctor's advice part of the data integrity and non-repudiation, the same reason by analogy other medical personnel. 

然而，醫事人員只以其專業來劃分角色還不夠，我們認為應加上其從事的職務類別再做細分才行，如圖二所示 However, medical personnel, are classified only in their professional role is not enough, we think that there should do their job category in the subdivision for the job as shown in Figure 2 [image: image1]
圖二、以角色的專業與職務作分類 Figure 2, to the role of professional and classified positions 

以紙本病歷而言，一般醫生皆可開立醫囑，但像是術前醫囑基本上只有外科醫師才能開立，病房開出的術前醫囑由病房護士完成護囑，而門診開出的術前醫囑卻由開刀房護士完成護囑，另外像是 X 光的影像判讀須由放射線科的醫師做判讀與簽章，這些皆與其從事的職務類別有關，雖然法律上目前並未明文規定手術的醫囑只能由外科醫師開立，但是實際上依健保給付、依常理來說卻是如此。 To paper records, the general medical Jieke open doctor's advice, but like your doctor before surgery is basically only the surgeon can open wards out of the operation to complete before the doctor's advice by the ward nurses care Well, while out-patient out of surgery But before the doctor's advice to complete protection from the operating room nurses Wow, others, like the X-ray image interpretation by a physician to do radiology interpretation and signature, which are engaged in their job category, although on the current law does not expressly operation doctor's advice can only be opened by the surgeon, but in fact according to health insurance benefits, according to common sense, it is so. 我們希望電子病歷也能有如此的機制以避免未來不必要的糾紛。 We hope that the electronic medical records can have such a mechanism to avoid future unnecessary disputes. 

醫療影像 PKI 系統介面架構：公開金鑰基礎建設（ Public Key Infrastructure ， PKI ）是以公開金鑰密碼學為基礎而衍生的架構，在電子訊息傳遞與交換過程中， PKI 是唯一可以符合下列五項數位安全要求的機制：身分辨識（ Authentication ）、不可否認性（ Non Repudiation ）、資料完整性（ Integrity ）、資料隱密性（ Private ）及存取控制，為了符合這些安全需求， PKI 是一項非常有效的工具，提供在 Intranet 、 Extranet 及 Internet 網路環境間交換資訊的信任基礎。 Medical imaging PKI system interface architecture: public key infrastructure (Public Key Infrastructure, PKI) public key cryptography is based on and derived the structure of the transfer and exchange of electronic messages during, PKI is the only meet the following five digital security mechanisms required: identity recognition (Authentication), non-repudiation (Non Repudiation), data integrity (Integrity), information privacy (Private) and access control, in order to meet these security requirements, PKI is a this very effective tool, providing Intranet, Extranet and Internet network environment based on trust between the exchange of information. 

PKI 包含了一支公開金鑰（ Public Key ）與一支私密金鑰 （ Private Key ） ；前者公諸於大眾，而後者由使用者獨自持有保管。 PKI contains a public key to (Public Key) and a private key (Private Key); former public for the public, which held custody by the user alone. 這一對金鑰是具相對應關係的數位密碼，其中一把對訊息進行「加密」後，進行訊息傳輸，使傳輸過程中訊息不會落入他人之手而遭到破解或修改；另一支金鑰則作為「解密」用途，以獲得原始訊息內容。 The pair of keys is a corresponding relationship between the digital code, in which one pair of messages to "encrypted", the transmission of messages, so that the message transmission process will not fall into the wrong hands and being cracked or modified; another Key support is as a "decryption" to get the original message. 

[image: image2]由於大多數 PACS 系統並未提供憑證功能，為了不因導入 PKI 應用而影響 PACS 系統線上作業，以不變更現有 PACS 之架構為前題，可用外掛系統作業模式，進行系統之建置。 Since most of the PACS system did not provide evidence functions, in order not to be affected by import PKI applications online PACS system operation, in order to not change the structure of existing PACS for the former title, available plug-in system mode of operation, for building the system. 而依據現有 PACS 之 DICOM 影像與 RIS 檢查報告產出與查調作業程序導入 PKI 技術，相關服務共分為五大個服務元件，其於整體系統之相關位置圖如圖三所示 The basis of the existing PACS and RIS DICOM image inspection report output and operating procedures for inquiring into PKI technology, related services, a service is divided into five components, its overall system diagram showing the location shown in Figure 3 

圖三、醫療影像 PKI 整體系統之相關位置圖 Figure 3, the overall system of medical images related to PKI Location 

研究結果 Results 

醫療影像主要來自醫院放射部門，放射部門之資訊系統一般稱為放射科資訊系統 (Radiology Information System, RIS) ， RIS 的功能包括放射科之報到、檢查排程、報告、管理統計的資訊系統，應用此套系統可縮短病患等侯的時間，且增進技術師和醫師之工作效率，檢查作業結合排班、醫師工作清單、報告等自動化系統。 Mainly from the hospital medical imaging radiology department, radiology department information system known as the Information Systems Department of Radiology (Radiology Information System, RIS), RIS functionality, including radiology of the report, inspection scheduling, reporting, management of statistical information systems, application This set of systems can reduce the time patients awaiting, and the technicians and physicians to enhance the efficiency of inspection operations combined with scheduling, physician task list, reports and other automated systems. 

醫療影像管理系統（ Picture Archiving and Communication System, PACS ）係指將各種醫療攝影裝備（ Modality ）攝得的影像數位化後儲存；並透過網路傳輸到各個終端機，使得診間、病房、開刀房、急診等，只要是有工作站的地方，皆可即時查詢就醫者影像，醫學影像儀器和軟體間，則使用 DICOM ( Digital Image Communication in Medicine ) 協定規範。 Medical image management system (Picture Archiving and Communication System, PACS) refers to various medical and photographic equipment (Modality) photo obtained after the storage of digital images; and transmitted to all terminals via the Internet, making the examination room, wards, operating rooms and , emergency, etc., as long as there is a local workstation may apply immediately for medical treatment by check images between medical imaging equipment and software, use the DICOM (Digital Image Communication in Medicine) standard agreement. 經由 RIS 結合 HIS / PACS 使得醫院的資訊作業流程更完整。 By RIS combination HIS / PACS allows hospital processes more complete information. 

本研究將醫療憑證角色與 PKI 融入放射線科作業流程中，其架構如圖四所示。 In this study, the role of medical certificates and PKI integration of radiology workflow, its structure shown in Figure 4. 

[image: image3]
圖四 、放射線科作業流程架構圖 Figure 4, radiology workflow chart 

DICOM 影像憑證角色與簽章產生作業： DICOM 影像由儀器端產生後，傳輸至 DICOM Server 儲存，其間 DICOM 影像之傳輸並未牽涉人工作業，因此 DICOM 影像之簽章作業由系統自動偵測影像檔案寫入時，立即使用醫事機構憑證產生數位簽章，儲存於簽章伺服器之資料庫，至於操作醫療儀器之醫用放射線技術師的憑證尚未發放，所以醫用放射線技術師之醫事人員角色憑證仍未使用，無法對操作人員作確認。 DICOM images generated certificate signature role and operations: DICOM images produced by the equipment side, the transfer to the DICOM Server storage, during transport DICOM images did not involve manual work, so DICOM images signature operation by the system automatically detects video files to write seeded, medical institutions immediately generate a digital signature certificate, stored in the database server signature, as to operate medical equipment, medical radiation technologists of the certificate is not yet released, so for medical radiation technologists of the role of medical personnel is still evidence Not used, not on the operator for confirmation. 未來如能整合並於儀器端送出影像或 DICOM Server 接收影像時產生數位簽章，將更完善。 The future if the instrument-side integration and send images or DICOM Server receives images generated digital signature, will be more perfect. （圖四之 C1 ） (Figure 4 of the C1) 

[image: image4]DICOM 影像驗證作業：輸入病人之 Patient ID 之後， DICOM image validation operations: the Patient ID into the patient after 

系統於顯示其所包含之 DICOM 影像小圖示時，自動進行影像簽章驗證作業，在影像調閱前於Server site驗一次，調閱後於Client site複驗一次，確保影像資料之安全。 System was shown it contains a small icon of DICOM images, automatic image signature verification operations, access to the images before the first inspection at the Server site, access to retest after the Client site once, to ensure the safety of image data. 若比對結果不同時，可將有問題時之影像註記於小圖示下方，藉以提示使用者此張影像其資料完整性出問題。 If the comparison result is not the same time can Jiangyouwenti Note the images recorded when the small icons below to Tishi users Ci Zhang added the data integrity problems. 當使用者檢視完整 DICOM 影像內容時，系統另提供功能鍵，讓使用者可確認此 DICOM 影像之資料完整性，藉以防止網路傳輸時遭竄改資料 When users view the complete contents of DICOM images, the system also provides function keys, allowing users to confirm the integrity of DICOM image data in order to prevent tampering data transmission network 

之疑慮。 Of concern. （圖四之 C2 ） (Figure 4 of C2) 

[image: image5]RIS 檢查報告憑證角色與簽章產生作業：當放射科醫師於檢查報告撰寫完成時，點選該筆檢驗報告，並於健保讀卡機插入其醫事人員憑證 IC 卡，輸入 IC 卡之 PIN Code ( 每次插卡只需輸入一次) ，系統以其 IC 卡產生數位簽章後，並儲存於簽章伺服器之資料庫。 Inspection report documents the role of RIS generated with the signature work: When a radiologist at the Inspection Report Writing is completed, click the sum of inspection report and a health insurance card reader into their medical staff credentials IC card, IC card PIN Code ( only entered once for each card), IC card production system with its digital signature, the signature server and stored in the database. （圖四之 C3 ） (Figure 4 of C3) 

[image: image6]RIS 檢驗報告簽章驗證作業：調閱病人之 RIS 檢查報告時，輸入病人之 Patient ID ，系統於顯示檢驗報告同時，自動進行報告資料完整性檢查，同樣在調閱前於Server site驗一次，調閱後於 Client site 複驗一次，針對報告資料完整性有問題者，先顯示提示訊息告知使用者此檢驗報告其資料完整性出問題，若檢驗報告資料完整性檢查正確，於使用者查調檢驗報告畫面，同時顯示此檢驗報告撰寫醫師之簽章圖示，以確認檢驗報告之撰寫者之身份不可否認性。 RIS signature verification operation inspection report: access to patients RIS inspection report, the input of patients Patient ID, the system in the inspection reports show the same time, data integrity checks automatically report the same access to the former at the Server site in the first test, tune Client site after reading the first reinspection, data integrity problems for the report, we must first show that prompts the user to this test message to report its data integrity problems, data integrity checking if the inspection report is correct, the user inquiring test report screen, also shows this test of writing the signature icon physician to confirm the test authors report the identity of non-repudiation. （圖四之 C4 ） (Figure 4 of C4) 

[image: image7]使用者系統登錄之權限控管作業：為了應用醫事人員憑證 IC 卡作為系統登錄之身份鑑別機制，院內醫事人員當領到醫事人員憑證 IC 卡時，需進行憑證登錄作業，系統藉由登錄作業將醫事人員之原系統之使用者代號與憑證進行連結作業，並建立完整使用者權限控管資料庫，以作為系統登錄作業之身份認證基礎。 User operating system registry of the access control: In order to apply the medical staff as the system login credentials of the IC card authentication mechanism, hospital medical personnel, medical personnel when the received certificate IC card is required to log operating certificate, the system will work through the registry Medical personnel of the original system and the evidence to link the user code operation, and the establishment of a complete user access control database system registry operations as the basis for authentication. （圖四之 C5_s ） (Figure 4 of C5_s) 

當醫事人員於憑證登錄作業完成後，進入系統時，將醫事人員憑證IC 卡插入健保讀卡機，輸入IC 卡之PIN Code ，系統即可以其IC 卡產生身份辨識資料送至應用系統伺服器，由伺服器端驗證其憑證身份，並對應原先系統所設定之使用者代號與系統作業權限，完成系統登錄之權限控管機制。 When the medical personnel at the voucher login is completed, enter the system, the medical personnel certificate IC card into the health insurance card reader, type IC card PIN Code, IC card system can generate its identity identification information sent to the application server, by the identity of the server-side validation of their credentials, and corresponds to the original system configuration and system operation the user code permission to complete the system registry of the access control mechanism. （圖四之 C5_c ） (Figure 4 of C5_c) [image: image8]
結論 Conclusion 

目前雖說大家很注重醫療憑證與 PKI 的結合與運用，但我們希望能更加注意到醫療憑證中之角色與電子病歷（文件）的關係－誰可查調？ Although we currently focus on the medical certificate and PKI is the combination and use, but we hope to look more closely at the role of the medical certificate and the electronic medical record (file) relations - who may inquire? 誰有權簽章？ Who has the right signature? 誰該負責？ Who is responsible? 醫療記錄本身即具有高度的私密性( Privacy )，並且醫療記錄之著作權與所有權的歸屬原本就存在著相當複雜的關係，因此醫療資訊在擷取、交換與儲存的過程中就必須更加謹慎地掌握存取控制 (Access control )及認證程序( Authentication )的嚴密性與完整性。 Medical record itself has a high degree of privacy (Privacy), and the medical records of ownership of copyright and ownership of the already complex relationship exists, so medical information in the capture, exchange and storage of process control must be more carefully Access Control (Access control) and the certification process (Authentication) of the rigor and integrity. 完整的醫學資訊安全管理必須以醫療記錄為基礎，輔以醫療活動為導向之安全存取控制真正解決醫療記錄的安全存取控制。 Complete medical information security management must be based on medical records, supplemented by medical activities of the security access control-oriented real solution to the medical records of security access control. 亦即透過以醫療記錄為基礎才能保證具有不可分割性的醫療資料群之存取控制，能夠具有完整性與一致性；輔以醫療活動為導向才能管控醫療記錄權限取得與失去的時機，避免權限釋放後未能回收之漏失。 That is, through the medical records-based to ensure the indivisibility of medical information with the access control group, to have integrity and consistency; supported by medical activities to control-oriented medical records of rights acquisition and loss of time, to avoid permissions not recovered after the release of the leakage. 是故，在規劃醫療服務電子化中，對於醫療憑證角色能更嚴謹來看待以避免未來不必要的糾紛。 Therefore in the planning of medical services in the electronic, medical evidence for the role of a more rigorous look at the future in order to avoid unnecessary disputes. 
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