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摘要 Summary 

隨著社會環境的變遷、全民健保的實施以及醫療院所間彼此的激烈競爭，醫療院所的經營面對前所未有的衝擊及挑戰。 With the changing social environment, the implementation of national health insurance and hospital competition among each other, the operation of medical institutions face unprecedented impact and challenges. 醫療院所為因應上述的挑戰，也紛紛導入資訊科技以期有效提升經營績效，並增加組織的競爭優勢。 In response to the challenges of medical institutions, but also the introduction of information technology to effectively improve performance and increase the organization's competitive advantage. 然而，由於大部份醫療相關的系統在開發時都缺乏良好的規劃設計，同時未能考量未來整合性、擴充性、管理性及整體安全性上的需求，因此，常常造成後續系統維護人員系統維護及管理上的困擾。 However, since most of the medical system during development related to the lack of good planning are designed, considering Wei Lai Wei Neng integration, scalability, manageability and overall security needs, therefore, often result in Houxu system maintainers system maintenance and management troubles. 此外，雖然病歷資料的數位化可有效的提升對於病患健康照護的品質，但另一方面也衍生出安全管理以及病患隱私權保護的問題。 In addition, while the digitization of medical records can effectively improve the quality of health care for patients, but it also derived from the safety management and patient privacy protection. 縱觀目前國內關於醫院資訊安全方面的相關研究還是相當的不足，且缺乏一個整體的安全架構設計，導致醫院組織對於各種威脅的承受度及應變能力非常的薄弱。 Looking at the current domestic security aspects on the hospital, or rather the lack of relevant research, and the lack of an overall security architecture, leading hospital organization for a variety of threats to tolerance and response capabilities are weak. 因此，本研究的主要目的，是以英國國家標準協會 (British Standard Institute, BSI) 所制定之 BS7799 資訊安全規範標準規範作為本研究的基礎，同時考量現有有限資源、技術條件以及醫療產業特殊性的要求，主要針對醫療院所防毒、防駭（包含部份隱私權保護之議題）之需求，探討 BS7799 實際應用於國內醫療院所資訊安全評估作業的適用性，並依據現行學者專家所提出之安全管理機制與技術建置出一個適用於醫療機構整合性資訊安全的架構。 Therefore, the main purpose of this study is based on National Standards Institution (British Standard Institute, BSI) developed by the information security standard BS7799 standards as the basis of this study, while considering the limited resources available, technical conditions and the health care industry specificity requirements, mainly for medical institutions antivirus, brokerage accounts (including most of the protection of privacy issues) the need of practical application of the hospitals BS7799 Information Security Assessment of the applicability of, and based on the current security experts that the proposed management mechanism and technical build a suitable medical institution integrated information security architecture. 冀望本研究之研究成果能提供實務界與學術界，醫療機構資訊安全議題上研究之參考。 Look to the results of this study can provide practical and academic fields, medical information security issues and research. 
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