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A Study of the Integrated Architecture of Hospital Information and Communication
Security based on the BS7799 Standard
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Abstract

Due to the rapid change in the health care industry and
social environment, those health care enterprises are
enforced to deal with all challenges and problems
occurred in this specific industry. To quickly response
those challenges mentioned above, those enterprises
aggressively adopt information technologies to improve
their management performance and competitive
advantages. However, because the systems involved in
the efficient improvement of hospital enterprise are not
designed properly, it causes a lot of problems coming
from the poorly design of the integration, extensibility,
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management and security issues. Besides, the privacy
protection of the computerized medical records is
another issue we have to pay our attention. Although it is
extremely important to protect the hospital information
security from being illegally modified or accessed, the
development of hospital security is still in its infancy
stage and lacks of an integrated security architecture. In
this research, we hope to utilize the recommendations
proposed by the BS7799 as the basis of this research to
improve the security of the integrated hospital security.
The purposes of this proposal focus on two major topics:
first of all, according to the guidelines of BS7799, we
develop some hospital security recommendations which
are suitable for the improvement of hospital security
especially for the threat of virus and hackers (including
partial privacy issues). Secondly, we implement a
security framework by using current security
mechanisms and technologies to improve the global
hospital security. This study cannot only provide a good
reference for hospitals in developing security hospital
framework but also provides valuable empirical data for
further research.

Keywords: BS7799, Information Security,
Hospital Information Systems
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